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Abstract 
TPO placement coordinator stores and maintains all the data about students 
and companies in his computer system.  So  whenever  system  failure occurs  
or  any  hardware  failure  occurred,  so there may be chances of data lost or 
data corruption . Reliability of data is not maintained. Organizing a pool 
campus drive is hard. The whole work manual so it is time consuming process.  
When to overcome this, this TPO system is introduced.  It is an online web 
based system that automates the manual work of TPO coordinator. The TPO 
coordinator creates students accounts by uploading excel file containing 
students list .Then student fill their details. The TPO coordinator can access 
the data all the time, all he need is just active internet connection.. . The 
privacy preserving indexing and query processing is used to build online TPO 
cell system. Student’s data is encrypted and stored in database using AES 
algorithm. So privacy preserving is maintained. Query optimization is used for 
speed up the performance of the system. Data backup facility is provided and 
also data is stored on cloud, so easy to access the database and also provides 
high performance and faster access. Various notifications can be sending to 
students by email facility. 
 
Keywords: Privacy preserving, Distributed System, Query processing, AES 
Algorithm. 
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INTRODUCTION 
Now  a  day’s most of the  college  
organizations uses cloud  database  to  
manage  their data due  to  its low cost and 
higher performance . But problem occurs 
when user’s important data is uploaded on 
cloud. As data is stored in the cloud, it can 
be accessed and modified by anyone. 
Processing  the  large  queries  requires 
maximum time,  so  query  processing  is  
used  for query  optimization.  
 
The privacy preserving indexing and query 
processing is used to develop a new online 
TPO cell portal. In this system admin can 
create students account by uploading excel 
file containing students list. Students will 
receive email containing username and 
password. Student can login and they can 
easily register and view information about 
various companies and campus drives that 
are going to be held.  
 
This system maintains information  about  
current  and  alumni students  .TPO  
coordinator admin  enters  and  updates  
information  about  the  companies  and  
their requirements. TPO admin can sort 
student list according to the company’s 
criteria or company requirement. For all 
pool campus registration link is send to all 
other college students to register for the 
campus drive. 
When pool campus registrations are 
conducted, large number of requests 
encountered on the system to handle such 
situation the distributed system technique 
is used.  AES algorithm is used for privacy 
purpose. For Data backup facility data 
replication is used .Placement coordinator 
sends email to eligible students about the 
upcoming campus drives. TPO faculty can 
also create notice about various events. It 
can also send notice through email. This 
system reduces the manual work of 
placement coordinator.  
 
In  this  system  all  the  drawbacks  of  
existing  system  are  eliminated.  All the 
work of training and placement ell is 
automated. So this system reduces the 
work of TPO coordinator. All the students’ 
data are encrypted with the help of AES 
algorithm. So privacy preserving is 
maintained. Due to encryption and 
decryption module used in this system, the 
performance of the system reduced 
automatically because it requires time to 
decrypt the encrypted data. So indexing 
and query processing is used. The 
distributed system is used for handling 
multiple requests and it also eliminates the 
chances of system/server crash. It also 
helps in case of whenever pool campus 
drive is conducted. Whenever TPO 
coordinator wants to charge registration 
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fee for pool campus, Payment integration 
module is there. The mail & SMS 
integration module is used for sending 
notification mails to students about various 
company criteria, upcoming events, 
campus drive and any activities of TPO 
cell. This system contains modules that are 
Student module, Admin module, Email 
module, and Encryption & decryption 
module. 
 
PROPOSED SYSTEM 
 
System architecture 
 
METHODOLOGY 
Privacy preserving: 
Now a day’s many organizations use cloud data base to manage their data due to its                      
low cost and robustness [9]. But problem arises when sensitive data is uploaded on cloud. As 
data is present in cloud, it can be accessed by anyone. So misuse of data can occur. Here 
privacy preserving is used to avoid this problem. Privacy preserving secures the sensitive data 
by using encryption techniques. In privacy preserving, privacy means important data should 
be confidential and private [10]. 
 
In order to achieve privacy preserving the AES algorithm is used. Data is encrypted using 
AES algorithm and store din cloud, and when user retrieve the data from the cloud it decrypt 
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the encrypted data[7].Due to this data security is achieved in cloud. Using the AES 
encryption algorithm only important data is encrypted and non- sensitive data is not 
encrypted. There as on behind this is, if we crypto graphy on whole data then encryption and 
decryption process is time consuming which affects the performance of the system. 
 
 
Fig1. Data before encrypted. 
 
 
Fig2.Data after encrypted (privacy preserving) 
 
Privacy preserving secures the sensitive 
data by using encryption techniques. In 
privacy preserving, privacy means 
important data should be confidential and 
private [10].Encryption is a processing of 
encrypting the plain text into cipher text. 
Here plain text means user’s data and 
cipher text means encrypted user’s data 
that is represented into non- readable 
format. 
 
Following are the different types of 
encryptions techniques. 
 
1. DES or Triple DES algorithm 
This is a Data Encryption Standard. DES 
is mainly used in ATM machines to 
encrypt PINs. Triple DES is advanced 
version of traditional DES. It has more 
secure than DES 
 
2. Blowfish algorithm 
Blowfish is designed to replace the DES 
algorithm. This algorithm divides the data 
into 64bits and encrypts them. It is known 
for tremendous speed and overall 
effectiveness. 
 
3. MD5 algorithm 
MD5 algorithm was used to create digital 
signature for security. It is a one way 
hashing function. Used to protect the data 
for 32 bit machines it is advanced version 
of MD4. 
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4. SHA1 algorithm 
SHA is a secure has h algorithms like 
MD5, but it has more security than MD5. 
So MD5 is replaced by SHA1. 
 
5. RS Algorithm 
It is a public key encryption algorithm. 
Public key encrypt the data and private key 
decrypt the data. It is hard to hack. 
 
6. AES algorithm 
AES is an advanced encryption standard. It 
can support any combination of data that 
is128 bits and key length of 128 bits, 192 
bits, and 256 bits. AES algorithm has 10 
rounds for I28-bit keys, 12 rounds for I92- 
bit keys, and 14 rounds for 256-bit. 
 
Features of AES algorithm: 
The main reason to choose AES algorithm 
for encryption is High speed and low 
RAM requirements. The AES algorithm is 
popular and widely adopted symmetric 
encryption algorithm. This algorithm is six 
time faster than triple DES algorithm. AES 
algorithm is based on 128 bit data blocks, 
128,192,256 bit keys. Right now DES 
algorithm is not so useful due to its small 
key size, sore placement of DES is needed. 
With improving computing power, DES is 
considered vulnerable against different 
exhaustive key search attacks. So all this 
problem solved in Triple DES. But it has 
some drawbacks like slow performance. 
So AES was needed. The AES encryption 
function encrypt the data and store in the 
database when user insert the data in data 
base and the decryption function decrypt 
the data when user retrieve data from 
database. 
 
AES Algorithm for privacy preserving: 
[7]: 
1. Key Expansion—in this round keys are 
derived from the cipher key using rinjdel’s 
key Schedule. AES uses as eparate256-bit 
round key block for each round plus one 
more 
 
2. Initial round key addition: 
1. Add Round Key—in this each byte of 
the state is combined with a block of the 
round key using bit wise XOR operator. 
 
Rounds: 
1. Sub Bytes—in this substitution steps 
where each byte is get replaced with 
another according to a look-uptable. 
 
2. Shift Rows—a transposition step where 
the last three rows of the state are shifted 
in cycle for certain number of steps. 
 
3. Mix Columns—a linear mixing 
operation which operates on the columns 
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of the state and combines the four bytes in 
each column. 
 
4. Add Round Key 
4. Final round (14rounds in total): 
1. Sub Bytes. 
2. Shift Rows. 
3. Add Round Key. 
 
Encryption Process: 
In this process, were strict to description of 
at typical round of AES encryption. Each 
round contains four sub- processes. The 
first round process is described below: 
 
 
 
 
 
 
 
 
Fig.5 encryption process Byte 
Substitution (SubBytes) 
 
In this 16input bytes are substituted by 
looking up a fixed table (S-box) given in 
design. And then result is in the form of 
four by four matrix. 
 
 
 
 
Shift rows: 
Every row in matrix is shifted to left. The 
entries which are not inserted are re-
inserted on the right side of row.  
 
Shifting is carried out as follows− 
 The first row is not shifted. 
 The second row is shifted by one byte 
of position to the left. 
 The third row is shifted two positions 
to the left. 
 Now the fourth row is shifted three 
positions to the left. 
 There sult is a new matrix that consists 
same 16 bytes but shifted with respect 
to each other. 
 
Mix Columns: 
Each column of four bytes is transformed 
using a mathematical function. This 
function take input from the four bytes of 
one column and produce output as a four 
completely newbytes, which replaced by 
original column. The result ant matrix is 
another new matrix consisting of 
16newbytes. This step is skipped in the 
last round. 
  
Add round key: 
The 16bytes of the matrix are now 
considered as 128bits and are XOR edto 
the 256bits of the round key. If this is the 
last round then the result ant output is the 
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cipher text. Otherwise, the resulting 
128bits are interpretedas16 bytes and then 
again perform another similar round. 
 
Decryption Process: 
In this process of decryption of an 
encrypted cipher text is converte din to 
plaintext. In this each round consists of the 
four processes performed in the reverse 
order− 
 Add round key. 
 Mix columns. 
 Shift rows. 
 Byte substitution. 
 
As sub-processes for each round is 
performed in the reverse manner, the 
encryption and decryption algorithms are 
need to be  implemented separately, no 
matter how closely related they are. 
 
 Query Processing: 
It is a process s of transforming high-level 
query into an equivalent low level query. It 
converts complex. Queries into simple low 
level queries when a DBMS gets a query 
for update or retrieval information, it goes 
through several compilation phases [9]. 
 
 
 
 
There are three query processing stages 
that are following: 
1. Parsing/translation: 
It checks the syntax and also verifies 
relations. And query is translates into 
equivalent algebraic expression. 
 
2) Optimization: 
It generates an optim allow cost query 
plan. 
 
3) Evaluation: 
It takes query plan and executes it. And 
return the results. (See Figure:-3) 
 
Distributed Database:  
A distributed database is a database that is 
not limited to one system; it is spread over 
different machines. A distributed database 
system is located on different machines 
that don’t share physical components. It is 
required when a particular database needs 
to be accessed by various users globally. It 
needs to be handled such that for the users 
it looks like one single database. 
 
Need have distributed database:  
 
 Reliability:  
If one system fails down or stops working 
for some time another system can 
complete that task. 
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Fig3.Query processing & optimization 
 
 Availability:  
If server fails down another system is 
available for that client request. 
 
 Performance: 
Performance can be achieved by 
distributing database. So the data is 
available anywhere which is easy to 
maintain. 
 
CONCLUSION 
In the existing Placement system, all work 
done by manually and also there was poor 
communication between student and TPO 
system. Previous TPO system was offline, 
so data is not available all time. There’s is 
no any mechanism for data security. 
Maintaining Backup of data is complex. 
Proposed systems eliminate all the manual 
work of TPO coordinator. It includes 
privacy preserving; privacy preserving 
means all the important data should be 
confidential and private. For privacy 
preserving the AES algorithm is used. All 
the important data is encrypted using AES 
algorithm and stored in cloud, and when 
user retrieve the data from the cloud it 
decrypt the data. Due to this data security 
is achieved in cloud database. 
 
Query processing is a process of 
transforming high level query into an 
equivalent low level query. It converts 
complex queries into simple low level 
queries.  System performance is improved 
by using query processing. It helps to 
retrieve the data fast and efficient manner. 
Admin can create students account by 
uploading excel file. Faculty module can 
create notice and also able to send this 
notice to student through email. Student 
can receive email from TPO admin 
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regarding login credentials. Students can 
fill and update their own data. Generate 
list of student based on the company 
criteria, company detail scan be provided 
to students, searching and sorting of users 
data can be done. Alumni student’s data 
can be maintained. It can handle the 
simultaneous requests of users. 
Notifications can be scheduled and can be 
send automatically. Over all the process of 
the training and placement cell is 
automated. 
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